
1.� Dream� Beginners

Introduction - Introduction� to� Dreamhack

How� to� use

- Wargame

- Lecture

- Community

- CTF

Environment� Setup - Virtual� Machine

DH101

- 컴퓨터�과학� 기초

- 리눅스�사용법

- 코딩

- System� Hacking� 101

- Reverse� Engineering� 101

- Web� Hacking� 101

- Cryptography� 101

Tips

(make� life� easier)

-� nc

- SSH

- Docker

- 정규� 표현식(regex)

- 구글링

- Markdown

- Tools



2.� System� hacking

System� Hacking� Introduction
- 소개

- 리눅스�환경� 구축

Background:

Computer� Science

- Computer� Architecture

- Linux� Memory� Layout

- x86� Assembly

Tool� Installation
- gdb� 설치

- pwntools� 설치

Shellcode
- Shellcode

- [혼자실습]� shell_basic

Stack� Burffer� Overfloew

- Calling� Convention

- Stack� Buffer� Overflow

- [함께실습]� Stack� Buffer� Overflow

- [혼자실습]� Stack� Buffer� Overflow

Stack� Canary

- Stack� Canary

- [함께실습]� Stack� Canary

- [혼자실습]� Stack� Canary

Bypass� NX� &� ASLR

- NX� &� ASLR

- Static� Link� vs.� Dynamic� Link

- [함께실습]� Return� to� Library

- [함께실습]� Return� Oriented� Programming

- [함께실습]� Return� Oriented� Progrmaming� -2

Bypass� PIE� &� RELRO

- PIE

- RELRO

- [함께실습]� Hook� Overwrite

- [혼자실습]� Hook� Overwrite


